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Abstract

Digital authoritarianism has been on the rise in the Gulf since the Arab Spring uprisings of 2011.
Through practices such as surveillance, censorship, and social manipulation and disinformation,
the Gulf governments have routinely deployed digital tools in order to repress dissidents, sway
public discourse and control online content. Over the past decade, all six of the GCC countries’
governments have adopted national vision frameworks, including objectives of sweeping digital
transformations and (neo)liberalization programs which will see relationships between the
governments and its citizens be transformed in various ways. In order to build the necessary
infrastructure for said digital transformations the GCC governments have attracted investments
from foreign Big Tech companies. This paper analyzes these investments and the foreign Big
Tech companies support of the relevant governments’ objectives for digitalization of society,
economy and government. Through this analysis, it seeks to assess to what extent these
investments will increase the governments’ capacity to carry out digital authoritarian practices.
Arguing that the Big Tech investments will give the governments legal control over larger
quantities of personal data and that they will incorporate surveillance capitalist technologies into
their state apparatus, the paper concludes that said investments will further increase the GCC

governments’ capacity for digital authoritarianism.
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Introduction

‘Digital authoritarianism’ is a term that has been increasingly deployed in literature over
the past decade, to describe the ways in which authoritarian regimes exploit digital technologies
in order to shape political dynamics in their regimes through manipulation of populations,
surveillance and repression. Since the Arab Spring uprisings of 2011, in which digital
technologies and social media were integral to mobilization against authoritarian governments,
the West Asia and North Africa (WANA) region has seen an increase in retaliating crackdowns
and augmented repression in the digital space.

The focus of this paper will be on the concept of ‘digital authoritarianism’, and to answer
the question: “To what extent is the Gulf governments’ capacity for digital authoritarianism
strengthened through foreign investment by international Big Tech companies in digital
infrastructure?”. Its main objective is to identify the ways in which the investments made by
these foreign Big Tech companies (Google, Amazon, Microsoft, IBM, Oracle, Equinix, Huawei,
Alibaba and Tencent) are providing the governments of the Gulf with the material capabilities
that further increases their capacity to carry out digital authoritarian practices. This research
seeks to make evident the congruence between the technologies required for surveillance
capitalism and digital authoritarian practices, and argue that through incorporating the
technologies of the Big Tech companies into the state apparatuses of the Gulf governments, their
capacity for digital authoritarianism will be further increased.

The present research maps out the national vision frameworks that each GCC country has
outlined over the past decades, as well as corresponding programs for digitalization for many
areas of society, economy and government, accompanied by (neo)liberal economic policies.
Despite the history of human rights abuses and digital authoritarianism in the Gulf states, foreign
Big Tech companies do not seem at all reluctant to support and invest in these regimes.

The research also quantitatively maps out a trend, identified as starting in 2018, of
foreign Big Tech companies, from the US and China, investing in big-scale data center and cloud
computing infrastructure in the Gulf region. As the dealings between these powerful companies
and the authoritarian Gulf government are highly opaque, little information is publicly disclosed
about their specific scope. However, a qualitative analysis of the companies’ announcements of

these projects and news articles written about them, shows that a striking number of the data



center investments are accompanied by transfers of advanced technologies such as artificial
intelligence (Al).

Deploying an overarching political framework of International Political Economy the
starting point of the analysis is the GCC countries’ national vision frameworks, as they include
crucial (digital) transformations of state structures and relationships between the governments
and their populations, and are supported to such a large extent by the relevant foreign Big Tech
companies. Looking at a case study of the Saudi Vision 2030 it will be argued, through Harvey’s
(2007) theory of ‘the Neoliberal State’, that these national vision frameworks are ‘neoliberal
political projects’ intending to create a good business and investment climate for capitalist
endeavors.

The case study of Saudi Vision 2030 evidences the extent of advanced technology
transfers accompanying the data center investments, and some of the governance practices that
the government intends to deploy them in. Through introducing Zuboff’s (2019) concept of
‘Surveillance Capitalism’ and the ways in which the relevant Big Tech companies use personal
data to create ‘behavioral surplus’ in order to predict human behavior, the paper will argue that
the same technologies will be deployed in the digital governments blueprinted by the GCC
states. Still acknowledging the difference between the concepts of ‘surveillance capitalism’ and
‘digital authoritarianism’ it argues that the material capabilities to carry out both are highly
coinciding, and that when the relevant data centers and advanced technologies become part of
the state apparatuses of the Gulf governments, their capacity to carry out digital authoritarianism

will increase to a large extent.



Literature review

Digitalization and digital governments

The emergence of digital technologies have transformed economies, societies and
systems of governments around the world. Digitalization can be defined as “the action or process
of digitizing; the conversion of analogue data into digital form” (Parviainen, 2017). In a broader
societal context, digitalization can be said to be “the way many domains of social life are
restructured around digital communication and media infrastructures” (Srai and Lorentz, 2019).
Existing literature largely focuses on the consequences that digital transformation has for the
companies and the economy as a whole, in terms of business processes and the relations between
companies and customers (Crittenden et al., 2019; Morley et al., 2018). Reviews of existing
literature show an increasing focus on advanced technologies such as artificial intelligence (Al),
machine learning (ML), and Big Data approaches (Morley et al., 2018).

There is also a considerable body of literature focusing on digital transformation in
governments. Much of this literature emphasizes the ways in which implementation of digital
technologies can increase transparency in government (Margetts, 2006; Matheus et al., 2021;
Toro-Garcia et al., 2020). However, most of this literature acknowledges that there are barriers to
digital transparency, such as ‘political and legal barriers’ including lack of privacy policies and
mass surveillance causing lack of data protection. Related to the ‘political and legal barriers’ to
transparency, this paper focuses on the ways in which the implementation of digital technologies

may enhance authoritarianism rather than increasing transparency.

Digital authoritarianism
The term ‘digital authoritarianism’ is relatively new. The definition of digital

authoritarianism, also referred to as ‘digital autocracy’ is well established in existing literature as
the way in which authoritarian regimes exploit digital technologies in order to shape political
dynamics in their regimes, through manipulation of populations, surveillance and repression
(NORC, 2021) (Jones, 2022).

According to Kendall-Taylor, Frantz and Wright (2020) repression in the digital space
differs from ‘traditional’ repression in the sense that it is a faster, more efficient, and more
precise way for governments to restrict abilities to mobilize against the regime and to maintain

control over populations. According to their historical analysis, dictatorships that deploy digital



authoritarian practices are more likely to avoid collapse than dictatorships that do not. Similarly,
a game theory study conducted by Dragu and Lupu (2021), found that authoritarian regimes
benefit from technological developments, as it makes it easier to carry out and cover up human
rights abuses.

The body of literature that this paper mainly draws on puts emphasis on the different
digital tools and tactics that authoritarian regimes deploy. The U.S. Agency for International
Development’s outlines a plethora of digital tactics and tools deployed by authoritarian regimes
(NORC, 2021). “Social manipulation and disinformation”, “monitor citizens and identify
dissidents”, and “increased legibility of society” are the three main tactics that the present
research focuses on.

Social manipulation and disinformation involve a plethora of tactics. Data & Society
(n.d.) outlines doxxing, hiring of fake activists (trolls), deploying bots on social media and
targeting of journalists as the main ones. Furthermore, Fontaine and Fredrick (2019) highlight
that innovative tactics such as microtargeting and deepfakes will be enabled by “a sophisticated
new set of technological tools- some of them now maturing, others poised to emerge over the
coming decade.” Bradshaw and Howard (2018) carried out a study showing that the amount of
countries using organized social media manipulation campaigns more than doubled between
2017 and 2019.

In the dimension of “monitor citizens and identify dissidents” lies surveillance. Feldstein
(2021) emphasizes ‘Al and big-data approaches’ as one of the main forms of government
surveillance. According to NORC (2021), “[t]he advancement of Al-powered surveillance is the
most significant evolution in digital authoritarianism.” Al technologies are developing at a rapid
pace and the full extent of their impact on governance is yet to be seen. Thus, existing literature
on the topic largely talks about the ‘potentials’ that new Al technologies have, as there is little
empirical evidence on it (Salam et al., 2023; Valle-Cruz et al., 2019).

Increased legibility of society is something that comes with having higher quantities and
more accurate data about its citizens. Gunitsky (2016) argues that information and
communications technologies, and social media, “can act as a continuous feedback loop between
the rulers and the ruled, an informational mechanism through which elites can gain insights into

hidden mass preferences and adjust policy accordingly”. As this paper analyzes the vision



frameworks that the Gulf regimes have outlined, special emphasis is placed on how this change

in governance will increase the legibility of the societies of the Gulf.

Digital authoritarianism in the GCC countries
The literature on digital authoritarianism in West Asia and North Africa (WANA) largely

centers around the practices of the regimes of the Gulf, and especially Saudi Arabia and the
UAE. Although this research holds that Saudi Arabia and the UAE are the most prominent
perpetrators of digital authoritarianism in the region, it seeks to go beyond these two, and
analyze the specific regional context of the GCC as a whole.

Most of the existing literature concerning digital authoritarianism in the WANA region
takes the Arab Spring uprisings as a starting point. Being social movements where digital
technologies and social media were integral to mobilization against authoritarian governments,
they also saw an increase in retaliating crackdowns and augmented repression in the digital space
(Jamil, 2022; Jones, 2022; Wessels, 2020). Wessels sees that the Arab Spring was “often framed
within a revolutionary and even democratic notion linked to social media and mobile telephony”.
However, as Jones (2022) argues, social media has become one of the main mediums through
which the Gulf regimes repress and manipulate their populations.

Jones’ book “Digital Authoritarianism in the Middle East: Deception, Disinformation and
Social Media” is the most comprehensive work tackling digital authoritarianism in the Gulf.
Jones deals with multiple aspects of digital authoritarianism. Primarily it deals with how the Gulf
regimes have used social media for deception and disinformation, through populism and
manipulation of public discourse. The book also includes a chapter titled “Attacking Journalists
and Silencing Dissidents”, in which the case study of the killing of Washington Post journalist
Jamal Khashoggi is seen as the epitome of how the Gulf regimes use digital tools to monitor
citizens and target dissidents.

The narrative he weaves of how digital authoritarianism permeated the “Middle East”
builds largely on case studies, and importantly, he highlights the potential hazards of “software
created as far afield as Silicon Valley”, combined with the malicious intentions of specific bad
actors. This combination is the core of what the present research analyzes: how digital
technologies imported from foreign actors may increase the capacities for digital

authoritarianism in the Gulf. However, rather than focusing on software, this paper focuses on



how material infrastructure that has been increasingly constructed by foreign Big Tech

companies will contribute to this.

Exporters of technologies for digital authoritarianism

The topic of the research, aside from the authoritarian governments of the Gulf, involves
another set of actors: the foreign Big Tech companies (importantly from the US and China). The
degree of collaboration between these two sets of actors has increased since 2018, as the Gulf
governments are leveraging technologies from Big Tech companies to achieve the objectives of
their national vision frameworks.

There is an existing body of literature dealing with international tech companies
“exporting” technologies enabling digital authoritarianism. This literature has mainly focused on
China and Russia, and how Chinese and Russian companies export technologies that allow
foreign governments to emulate the digital authoritarian practices common in these two countries
(Khalil, 2020; Morgues, 2019; Polyalkova, 2019). It centers around how Russia and China intend
to ‘sell’ their models of digital authoritarianism to other countries.

While the existing literature on China’s export of digital surveillance technologies is of
high importance to the present research, this paper seeks to fill a gap in the existing literature by
focusing on how the data center infrastructure investments and technology transfers made by
US-based companies also increase the capacities for digital authoritarianism. Companies like
Google, Amazon and Microsoft can be considered the main actors of ‘surveillance capitalism’,
and are the companies most heavily investing in the Gulf region.

Pertinent to filling the existing gap in relevant literature are the ideas put forth in Zuboff’s
(2019) work “The Age of Surveillance Capitalism”. Writing from a multidisciplinary perspective
centered in political economy and cybersecurity, Zuboff builds on case studies evidencing how
Big Tech companies enable surveillance and other breaches of privacy. It provides useful notions
to theorize how Big Tech technologies in the hands of the authoritarian governments of the Gulf

will increase digital authoritarianism in the region.

Data centers and ‘data sovereignty’

Data centers are integral to the storage, processing and distribution of data. Their physical

and virtual infrastructure enable the functioning of digital services and power new, advanced



technologies such as Al (Zhang, 2023b). A considerable part of existing literature focuses on the
evolution of data centers and their significance for the increasingly digitized economy (Borgman,
2015; Jurayevich & Bulturbayevich, 2020). There is also relevant literature on the geopolitical
significance of data center infrastructure, especially relating to cloud computing, which is
increasingly the main strategy of optimizing data center capacities (Herr, 2020).

‘Data sovereignty’ is a concept that has been increasingly used in literature over the past
decade, and is the principle that data is subject to the jurisdiction of its geographical hosting
country. There is currently a wide range of technical and legal literature available on their
emerging importance (Brannon, 2018; Taylor, 2020; Zheng, 2020). The existing literature largely
covers the implications that data sovereignty has for business environments, and to some extent
for geopolitical dynamics. While these are important factors playing into the strategies of the
Gulf governments to localize citizens’ data and achieve data sovereignty, this research intends to
add to the existing literature by asserting the ways in which the increased control over citizens’
data will increase the governments’ capacities for digital authoritarian practices. In order to do
this, this paper draws on policy analysis conducted by legal experts at SMEX, analyzing the
personal data protection laws in Saudi Arabia and the UAE (Rahme, 2022)(Constantine, 2022).



Theoretical and conceptual framework

The present analysis of how the investments of foreign Big Tech companies in digital
infrastructure located in the Gulf states may strengthen the governments’ capacities to carry out
digital authoritarian practices includes a nexus of powerful actors and complex, opaque
processes. The Big Tech companies collaborating with the Gulf governments in order to build
data centers and cloud regions are not only the biggest technological companies in the world -
they are the world’s biggest companies, period (Microsoft #2, Google #4, Amazon #5)'
(Companies Market Cap, 2023). The Gulf governments are among the most powerful of the
WANA region - especially so in the governance of the region’s digital space where populations
and individuals are subject to a wide range of tools of digital authoritarianism.

In order to make sense of this complex nexus of actors, this research uses an International
Political Economy (IPE) framework, largely drawing on Cammett, Diwan, Richards &
Waterbury (2015), as the foundation for its analysis. In their work “A Political Economy of the
Middle East” they present a theoretical framework which fundament is: “Outcomes in the
political economy of development can best be conceptualized as the political interactions
between three domains: (1) the state, state policies, and state structures; (2) the economic agents
operating, and how the economy behaves over time; and (3) social actors, whether groups or
individuals.” The framework also holds that “material interests” is one of the major variables
vital to understanding political economy - in line with this, this research keeps a fundamental
focus on material digital infrastructure, mainly data centers.

The framework is highly pertinent and applicable to the topic of the present research, as it
intends to investigate and analyze connections between: (1) state actors (GCC states), their
policies (national visions and digital transformation plans) and state structures (eGovernments,
economy and digital infrastructure); (2) the economic agents operating (foreign Big Tech
companies and state-owned companies) and the economy’s behavior (digitalization and
neoliberalization); (3) and social actors (the population of the Gulf region, social classes and
civil society groups).

Against a backdrop of historical examples of the GCC states’ track record of digital

authoritarian practices, the paper initiates its analysis by quantitatively mapping out the national

! Notably, Saudi Aramco, building a cloud region in collaboration with Google, clocks in at #3 on this ranking.
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vision frameworks of each GCC state and identifies each states’ outlined objective for
digitalization, digital government strategies and economic policies/aspirations. Through
qualitatively analyzing the case study of Saudi Vision 2030, the political projects that the Gulf
states are undertaking through their national vision frameworks are identified as neoliberal
projects, following David Harvey’s (2007) theory of the “The Neoliberal State”. According to his
critique of neoliberal theory, the neoliberal state is one that imposes, by force, the ‘necessary’
market conditions to “create a ’good business or investment climate’ for capitalistic endeavors”
(Harvey 2007, p. 70). This framework is used to argue the notion that these political projects are
largely designed to attract foreign direct investments, especially in material digital infrastructure
from Big Tech companies.

The relevant Big Tech companies can be deemed as the main actors of ‘surveillance
capitalism’, and surveillance capitalist technologies are useful in providing capacities for digital
authoritarianism. ‘Surveillance capitalism’, according to Zuboff (2019), is a “new economic
order that claims human experience as free raw material for hidden commercial practices of
extraction, prediction, and sales”. This paper quantitatively maps out the data centers and cloud
regions built by foreign Big Tech companies in the Gulf and argues that the material capabilities
granted by these data centers, and the accompanying technology transfers, will allow for further
surveillance, manipulation and repression of individuals, civil society, and the general population
of the Gulf.

Backing up this notion of increased material capabilities, this paper is also informed by
Althusser’s theory of the State Apparatus. Through exposing the close collaborations between
the foreign Big Tech companies and Gulf governments in building the data center infrastructure,
it argues that these technologies will become part of the state apparatus of the Gulf regimes. The
theory of the State Apparatus “defines the State as a force of repressive execution and
intervention in the interests of the ruling classes”. Althusser distinguishes between the
Repressive State Apparatus (RSA) and the Ideological State Apparatuses (ISA), although they
function in a intertwined manner: the RSA, through institutions like police and army, functions
dominantly by repression (including physical repression), and secondarily by ideology; and the
ISAs, through institutions of media, education and culture, function predominantly by ideology,
and secondarily by repression. It will show that the digital technologies provided by the foreign
Big Tech companies, from China and the US, will become part of the Gulf states’ RSA and ISAs.

11



Thus, within the overarching IPE theoretical framework deployed, this paper will
conceptualize the national vision frameworks of the Gulf states (1) as state policy intending to
digitally transform state structures: the frameworks, imposed by the historically authoritarian
states also include provisions of liberalization and privatization, and are thus conceptualized as
‘neoliberal political projects’. The direct support towards these political projects, and digital
infrastructure investments and technology transfers made by the foreign Big Tech companies (2)
in collaboration with the governments of the GCC, are highlighted as the main interplay between
the first two sets of actors. This dynamic is identified as implicating the transfer of ‘surveillance
capitalist capacities’ into the ‘state apparatuses’ of the Gulf states, which fortifies the capacities
to carry out digital authoritarian practices. By strengthening their ideological and repressive state
apparatuses, the Gulf states will acquire further means to further surveil, manipulate and repress
a larger set of social actors (3), such as civil society groups, political dissidents and specific
individuals such as journalists. In this way, theory is deployed to argue the extent to which the
capacity for digital authoritarianism in the Gulf is strengthened through foreign Big Tech

companies’ investments.
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Analysis

History of digital authoritarianism in the Gulf
As a backdrop to the analysis, an initial overview of the history that the GCC states have

of digital authoritarianism is pertinent to start off with. As the present analysis seeks to show
how foreign Big Tech companies’ investments in material digital infrastructure in the Gulf states
will increase digital authoritarianism, this backdrop provides an initial idea of how the GCC
governments might exploit the newly acquired technologies in order to exert further power in the
region’s digital space.

Similar to most of the other countries in the WANA region, the Gulf states have seen an
increase in retaliating crackdowns and augmented repression in the digital space since the Arab
Spring uprisings. The GCC countries, most prominently Saudi Arabia and the UAE, have
increasingly exploited digital technologies into their repressive state apparatuses and routinely
violated Articles 12 and 19 of the Universal Declaration of Human Rights - articles which are
respectively supposed to protect individuals against “arbitrary interference with his privacy,
family, home or correspondence” and ensure “the right to freedom of opinion and expression”
(United Nations, 1948).

The Gulf governments’ digital authoritarian practices have been especially pervasive
through the tool of ‘monitoring citizens and identifying dissidents’. In 2017, it was revealed that
Saudi Arabia, the UAE, Qatar and Oman had acquired the surveillance system ‘Evident’ from
UK defense company BAE. This system allowed to “conduct mass surveillance of users’ online
activities, decrypt encrypted communications and determine the location of users based on data
emitted by their mobile devices” (Abrougui & Najem, n.d.). The governments of Saudi Arabia,
the UAE, Bahrain and Oman have also acquired the Pegasus from the Israeli NSO group. The
spyware was deployed to target thousands of individuals through exploiting vulnerabilities in
their smartphones - including 36 journalists from Aljazeera. Pegasus was also used to target
Washington Post columnist Jamal Khashoggi before he was murdered in the Saudi consulate of
Istanbul, believed to have been ordered by Saudi Crown Prince Mohammed bin Salman (MBS)
(Al Jazeera, 2020).

The Saudi government reportedly has a secret program to monitor, detain, kidnap and

torture dissidents, launched by MBS in 2017. There have been several reports over individuals
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tortured and killed because of their online activism (Freedom House, 2021). Amnesty
International asserted in 2022 that the GCC states at least 75 individuals, journalists and human
rights activists, were at the time imprisoned for exercising their freedom of expression. However,
due to the lack of transparency in these regimes, “this tally is not reflective as such of the full
scale of such arrests and prosecutions” (Amnesty, 2022).

According to NORC (2021), Al-powered surveillance is the most significant evolution in
digital authoritarianism. The subsequent sections of this paper outline some of the ways in which
GCC governments plan to integrate Al technologies transferred by foreign Big Tech companies
into their state apparatuses. This will increase their abilities to monitor citizens and identify
dissidents.

The history of digital authoritarianism in the GCC countries also include pervasive uses
of the tactics of ‘censorship’ and ‘social manipulation and disinformation’. The GCC countries
included in Freedom House’s ‘Internet Freedom’ ranking (Saudi Arabia, UAE and Bahrain)
score poorly, ranking as “not free” in the dimension of ‘limits to content’ (‘censorship’)
(Freedom House, 2022). Furthermore, the Gulf governments have routinely used social media to
manipulate public discourse, disrupting conversations through so-called ‘electronic armies’ of
bots. The tactic has been used on Twitter in cases of manipulation of discourse around
Khashoggi’s murder and to prop up attention around Emirati leader Mohammed bin Zayed
(O’Toole, 2022). While ‘censorship’ and ‘social manipulation and disinformation’ are not
thoroughly analyzed in the following sections, these aspects are important to contextualize the
wide range of practices of digital authoritarianism that the Gulf governments deploy.

The subsequent sections do, however, analyze how the digital infrastructure invested in
by foreign Big Tech companies will increase the governments’ capabilities for digital
authoritarianism through ‘increasing legibility of society’, giving the governments increased
abilities to identify discontent and potential dissidents even before they make their voices heard

on social media.

The GCC countries’ national vision frameworks - supported bv foreign Big Tech

Within the nexus of actors and complex, opaque processes, an adequate starting point for
the analysis is the national vision frameworks outlined by each of the GCC governments. This,

because: they are comprehensive frameworks outlining state policies that are transforming state
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structures, largely through programmes of digitalization; they are set to transform various
relationships between the governments and the populations of their countries; and they are
explicitly supported and committed to by the various foreign Big Tech companies investing in
digital infrastructure in the GCC states. The frameworks include strategies for digital
governments and the integration of Al, which this paper argues will increase their capabilities to
‘monitor citizens and identify citizens’ and ‘increase legibility of society’.

Table 1 outlines the national vision frameworks of each GCC country, shows that they all
include integral aspects of digital transformation, and specific plans to digitize their government
infrastructure, as well as neoliberal economic policy reforms. The GCC countries have adopted
these frameworks in order to concretize a push for a diversification away from the region’s oil
dependent economy, and to create digitized economic and societal structures that allow them to
compete in an increasingly digitized global economy.” Data centers are an integral piece of
infrastructure for this economic diversification towards digitalization, to the extent that El-Masry

(2021) have deemed the data center industry as “the GCC’s new oil fields”.

Table 1: GCC countries’ national vision frameworks, digital transformation programmes,

digital government strategies and economic policies/aspirations

Saudi Arabia | UAE Bahrain Qatar Oman Kuwait
Vision Saudi Vision We The Bahrain Qatar Vision [ Oman Vision | Kuwait Vision
framework 2030 UAE 2031 | Vision 2030 | 2030 2040 2035
Digitalization | Digital Fourth “Cloud-first” [ Smart Qatar | Transformation | Digital
Transformation | Industrial nation Vision Programme for | transformation
Programme Revolution | objective Digital as a main pillar
Strategy Economy
Government | Smart Digital Digital-first | Digital Government Prioritization
strategy Government Government | principle Government | Digital of digitization
Strategy Strategy Strategy Transformation
2025 Programme
Economic Privatization Abu Dhabi | Bahrain “Advanced “Empowered | “Private sector
policies/ Program Economic | Economic Business Private leads the

2 The World Bank (2023) estimates that 60% of global GDP relies on digital communications technologies.
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aspirations Vision 2030 | Vision 2030° | Environment | Sector’™ economy”*
994
Special Special Special Special Special
Economic Economic | Economic Special Economic Economic
Zones Zones Zones Economic Zones Zones
Zones
Sowrces: (Amazon, 20019; Data Center Dynamics, 2018, 20019, 2021a, 2021d, 2021¢; IBM, 2022; Microsolt 2019,

2022h; Moro Hub, 2021; Oracle, 2020, 2021, 2022, SMEX, 2022a; Swinghoe, 2023a, 2023b, 2023¢; Yahoo, 2022)

The fact that they are all pursuing similar strategies mirrors some of the most basic
objectives of the Gulf Cooperation Council; that is to “effect coordination, integration and
interconnection between member states in all fields” (Gulf Cooperation Council, n.d.). Also, the
GCC'’s objective to “establish joint ventures and encourage cooperation by the private sector” is
an aspect that is mirrored in the trend analyzed in this paper, as the digital infrastructure
necessary to reach the objectives outlined in the vision frameworks are built in cooperation with
foreign Big Tech companies. In order to encourage this cooperation and to leverage the
technology of Big Tech, the GCC countries are implementing neoliberal economic policies, such
as privatization, tax breaks and economic free zones.

As each of the vision frameworks are highly comprehensive and encompass fundamental
transformations of large swaths of society, the extension of this paper does not allow for a
thorough analysis of each framework. Thus, the following subsection includes a case study of the
Saudi Vision 2030, which makes a more in depth analysis of the ways in which the government
say they will deploy the Al technologies transferred through the Big Tech companies’ data center
investments. It also conceptualizes the vision framework as a ‘neoliberal political project’,
through introducing Harvey’s theory of “The Neoliberal State”. Keeping in mind the objective of
coordination, integration and interconnection between the member states of the GCC and the
congruence between the six states’ national vision outlined in Table 1, it may be argued that all

of the national visions can be characterized as ‘neoliberal political projects’.

3 “By 2030, the private sector should be able to drive economic growth in Bahrain independently” (Bahraini
government, 2008)

4 ¢[...] giving special privileges to non-Qatari foreign investors allowing them to provide up to 100% of capital for
any project, and exempting them from income tax for up to 10 years.” (Qatar Government Communications Office,
2021)

> The business environment will be developed, the private sector will play a leading role and will be empowered to
achieve balanced economic development (Omani government, 2021)

6 Restore the regional leadership role of Kuwait as a financial and commercial hub, and reviving the pivotal role of
the Kuwaiti private sector in the leadership of development (Kuwaiti government, 2017)
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Case study: Saudi Vision 2030

Saudi Vision 2030 includes a multitude of strategic objectives, specified targets and key
performance indicators for the transformation of different sectors of economy, society and
government. One of the specific objectives outlined in Saudi Vision 2030 is the one of ‘a
developed digital infrastructure’. This section acknowledges that “[a] sophisticated digital
infrastructure is integral to today’s advanced industrial activities” (Kingdom of Saudi Arabia,
2016).

Highly pertinent is the integrated National Strategy for Data & Al, which includes
implementation of Big Data and Al in the priority sectors of education, government and health
care (National Strategy for Data & Al, n.d.). As parts of these state structures will become
digitized and driven by Al technologies, it can be identified how relationships between the
government and its populations will transform.

Through deploying these technologies the government will rely on, and have access to, a
much wider range of the personal data of its citizens. Many processes in the relationship between
government and population will be automated, which is a fundamental change in the relationship
itself. Furthermore, a change in the relationship which highly pertains to the main thesis of this
paper, is that the privacy of the citizens will be jeopardized and the government will have access
to a much wider range of personal data of its citizens. This will significantly increase the
government’s capacities of monitoring citizens and identifying dissidents. It may also increase
the governments’ ‘legibility of society’, in the sense that an increased access to personal data of
citizens may enable the government to collect information about citizens’ preferences and thus,
be able to identify and root out “sources of discontent before they spiral into something more

threatening” (NORC, 2021).

The vision frameworks as ‘neoliberal political projects’

The widespread digital transformation of government, society and economy are
accompanied by economic policies that are neoliberal in their nature. Saudi Vision 2030 includes
its own “Privatization program” for, includes the provision of “corporatization” of the health care
sector, explicitly states that the government seeks to “remove all obstacles preventing the private

sectors from playing a larger role in development” (Kingdom of Saudi Arabia, 2016a). The
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country is also establishing special economic zones, applying “special commercial regulations to
boost investment possibilities”.

Harvey (2007) theorizes that a ‘Neoliberal State’ imposes, by force, the necessary market
conditions to “create a ‘good business or investment climate’ for capitalistic endeavors”. Saudi
Arabia, an authoritarian state in nature, is by force imposing these transformative policies of
digitization and neoliberalization of the economy. Thus, the national vision framework may be
conceptualized as a ‘neoliberal political project’, as it is intended to increase the role of the
private sector and create an environment for capitalist investments to flourish.

In symbiosis with the neoliberal economic policies, the comprehensive objectives for
digital transformation create the climate, and demand, for investments from private technology
companies. The Saudi Vision 2030 document explicitly outlines that “[w]e will partner with the
private sector to develop the telecommunications and information technology infrastructure”
(Kingdom of Saudi Arabia, 2016a). That is just what they have done. As Table 2 in the next
section shows, foreign Big Tech companies have recognized this demand and the profit prospects
of investing in data center and cloud infrastructure in Saudi Arabia.

This paper maintains the argument that the congruence between Saudi Vision 2030 and
the national vision frameworks of the other GCC countries allows for a generalization of all
these frameworks as ‘neoliberal political projects’. Thus, the data center and cloud infrastructure
investments by foreign Big Tech companies in all the GCC countries outlined in Table 2 can be

said to be part of a trend following the same economic logic.

Leveraging foreign Big Tech to build the necessary infrastructure

The extensive ambitions for digitalization that the GCC states outline in their vision
frameworks require vast ecosystems of digital infrastructure providing internet connectivity.
According to Ball (2019), fiber-optic internet cables and data centers are the most integral pieces
of material infrastructure that enable internet connectivity. While the GCC countries have seen
an increase in fiber-optic cables being constructed over the past years (Cochrane, 2023), the
present analysis focuses on data centers. Table 2 quantifies the data center and cloud region’

investments made by foreign Big Tech companies in the Gulf since 2018.

" Cloud computing is increasingly becoming the main method of data storage (Herr, 2020). A cloud region is
typically created, and supported by, two or more data centers.
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This section focuses on how these investments and the technologies transferred by
foreign Big Tech companies may increase capacities for digital authoritarianism in the Gulf. It
first argues that due to the principle of data sovereignty, the increase in quantity of data that will
be subject to the jurisdiction of the Gulf countries will increase the governments’ capacities to
surveil and monitor its citizens. Second, the advanced technology transfers that accompany the
outlined data center investments are of high magnitude, as the Gulf governments will likely take

advantage of this technology in order to achieve their objectives of digitizing their governments.

Table 2: Data center and cloud infrastructure investments made by foreign Big Tech

companies in the Gulf since 2018

Saudi Arabia | UAE Bahrain Qatar Oman Kuwait
Google 1 cloud region | x X 1 cloud region | x 1 cloud
region
Amazon |x 1 cloud region | 1 cloud region | x X X
Microsoft | 1 cloud region |2 cloud regions |x 1 cloud region | x X
Oracle 3 cloud regions | 2 cloud regions | x X 1 cloud X
region
Equinix 3 data centers | x X X 2 data X
centers
IBM X 2 data centers X X X X
Huawei 1 cloud region |2 data centers 1 data center | x X X
Alibaba 1 cloud region | x X X X X
Tencent X X 1 data center | x X X

The data center and cloud region investments mapped out in Table 2 show that the

ventures in the GCC countries are undertaken by Big Tech companies based in China and the
US. The link between Chinese companies’ digital infrastructure and capacities for digital
authoritarianism is quite clear, as China is seen as the pioneer of digital authoritarianism and
there is a considerable body of literature discussing how China exports their capabilities for

digital authoritarianism around the world (Khalil, 2020; Morgues, 2019). This section puts more

19



emphasis on the ways in which Big Tech companies from the US, which is not commonly
classified as a digital authoritarian country, also contribute to increasing capabilities for digital
authoritarianism. This section argues that the technologies transferred largely grant the
governments with the material capabilities of ‘surveillance capitalism’ - which largely coincide
with the material capabilities of ‘digital authoritarianism’ due to the coinciding aims of

predicting and controlling human behavior.

Increased processing capacity and ‘data sovereignty’

Before 2018, the data center market of the WANA region was considered immature due
to a lack of carrier-neutral companies, and few international actors present in the regional
market. The market was dominated by local telecommunications companies which do not have
data centers as their main focus, and the heavy investment needed to build high quality data
centers was not present (Al Nagbi, 2018). There had only been two data center investments made
by foreign Big Tech companies in the GCC countries, with Equinix and Alibaba building one
data center each in the UAE (Alibaba, 2016; Schwarzmann, 2012). Thus, the rapid increase in
investments by foreign Big Tech is striking. The WANA data center market, which was valued at
$2.7 billion in 2022, is further projected to grow by a compound annual growth rate (CAGR) of
more than 20%, and will reach $10.4 billion by 2028 (Zawya, 2022c). Parallelly with this trend,
data consumption in the region is expected to increase by 400% by 2028 (Zawya, 2022c),
meaning that much more user data will be available, and subject to the jurisdiction of the Gulf
governments.

Data sovereignty is the principle that data is subject to the jurisdiction of its geographical
hosting country (Tech Target, n.d.). One way in which the data center investments by foreign Big
Tech companies in the Gulf may increase capacities for digital authoritarianism is the mere
quantity of data that the governments will have legal control over. This aspect pertains to the
investments from both Chinese and US companies, as it is linked to the quantified data
processing capacities that the data centers and cloud regions outlined in Table 2. The principle of
data localization is also an important aspect to include in this analysis, as data is typically
processed and stored at the nearest data center - reinforcing the assertion that the personal data of
the populations residing in the Gulf countries will in fact be processed and stored at the outlined

data centers, which are subject to the legal control of the Gulf governments (Eck, 2022).
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Analyses of Saudi Arabia’s and the UAE’s personal data protection laws (PDPLs) further
reinforce the argument that the outlined investments will increase capacities for digital
authoritarianism in these countries. While the laws look “good on paper”, intended to mirror the
EU’s General Data Protection Regulation (GDPR)®, they contain important loopholes and
exceptions for the law from applying in instances relating to cases such as “security”, “the
Kingdom’s reputation” and “personal data held with security and judicial authorities”
(Constantine, 2022)(Rahme, 2022). Legal analyses conducted by cited legal experts at SMEX
assert that these loopholes and exceptions will essentially allow for the governments to act as
they want with their data.

Thus, the first way in which the Big Tech investments in digital infrastructure will
increase capacities for digital authoritarianism in the Gulf pertains to the quantity of personal
data that the governments will have access to. As the material infrastructure processing an
increasing amount of individuals’ personal data are located within the jurisdiction of these
governments, they are able to assert the sovereignty of this data. Through applying laws that give
them agency to extract this personal data, their ability to monitor citizens will be augmented to a

large extent.

Transfer of ‘surveillance capitalist technologies’

Accompanying the data center investments outlined in Table 2, the foreign Big Tech
companies have transferred significant amounts of advanced technologies to the Gulf countries.
As discussed in the previous section, the basic functions of data centers include the capabilities
of processing and storing big quantities of data. In addition to this, data centers are essential in
supporting the working of advanced technologies such as Al. The Big Tech companies outlined
in this paper, particularly the ones headquartered in the US, are currently the pioneers of new Al
technologies. Al technologies are increasingly fuelling ‘surveillance capitalism’, and as
described in previous sections, the GCC governments intend to include such technologies in their
form of government.

The Big Tech companies outlined in this paper, particularly the ones headquartered in the
US, can be deemed among the main actors and perpetrators of ‘surveillance capitalism’. Here,

they will be referred to as ‘surveillance capitalist companies’. In “The Age of Surveillance

8 Regarded as the ‘gold standard’ for personal data protection laws

21



Capitalism”, Zuboff (2019) writes extensively about the practices of Microsoft, Amazon, and
particularly Google, and the ways in which the companies commodify human behavioral data
through collection, tracking, storage and processing. Oracle, world’s largest database
management company should also be highlighted, as the company claimed already in 2017 to
have data from 3 billion user profiles, with thousands of data points that can be used to predict
future behavior of individuals (Wolfie, 2017).

The ‘surveillance capitalist companies’ are notoriously opaque in their ventures, and key
information about storage of data, and the data centers used for this, is not publicly available. In
fact, many of the companies share and lease data center capacity from each other, adding more
complexity and opaqueness to the processes of ‘surveillance capitalism’. For example, Microsoft
and Oracle collaborate in providing certain cloud services (Microsoft, 2022¢), and so do Equinix
and Google (Equinix, n.d.). In 2018, documents were leaked showing Amazon’s use of data
centers in their ventures around the world, highlighting a highly complex and opaque network of
data centers (Moss, 2018).

Within this opaque network of data storage infrastructure the personal data of billions of
individuals are stored. The ‘surveillance capitalist companies’ use this human experience as raw
material for “hidden commercial practices of extraction, prediction and sales” and create
‘behavioral surpluses’ in order to be able to predict and manipulate the behavior of large groups
of individuals (Zuboff, 2019). As the technologies of ‘surveillance capitalism’ have become
more advanced, Zuboff argues that the companies not only try to predict users’ behavior, but also
intend to modify it - as to “make the future for the sake of predicting it” offers more guaranteed
outcomes”. (Zuboff, 2019, p.203) The idea of the surveillance capitalists seems to be that the
best way to predict behavior is to control it, which can also be identified as a logic of digital
authoritarianism.

Al developments are increasingly fuelling ‘surveillance capitalism’ (Stahl et al., 2022),
and similarly, the advancement of Al-powered surveillance is also the most significant evolution
in digital authoritarianism (NORC, 2021). In the announcements of their data center and cloud
region investments in Saudi Arabia and the UAE, Google, Oracle, Amazon and Oracle have
outlined the types of advanced technologies that will accompany their infrastructure projects
(Amazon, 2022; Microsoft, 2019; Swinhoe, 2023b; Zawya, 2022a). Google has accompanied

their Google Cloud investment in Saudi Arabia with a “Cloud Academy” giving mentorship to
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companies in “artificial intelligence (AI), Data & Analytics, machine learning (ML) and
marketing” (Zawya, 2022a). Oracle’s vice president of Oracle EMEA (Europe Middle East and
Africa) commented on the announcement of their investment in Saudi Arabia that “Oracle Cloud
delivers pioneering innovation in technologies like Al, Machine Learning, and IoT, and it will
help fuel the economic growth and digital transformation that is an integral part of the Saudi
Vision 2030” (Swinhoe, 2023b).

These examples show the direct ways in which the Big Tech companies transfer
‘surveillance capitalist capabilities’ to the GCC governments. How the governments intend to
use this may be best captured by the Saudi Government’s outlined plan of how to use ‘Big Data’
in their Smart Government Strategy: “The increased use of Big Data and analytics is identified as
one of the Technology drivers by the Smart Government Strategy (2020-2024). It recognizes the
potential of Big Data, Machine Learning, & Predictive Analytics for decision-making and to
predict potential non-compliance in any focused area” (Kingdom of Saudi Arabia, 2020).

Here, a congruence between the strategy of ‘surveillance capitalism’ and the strategy
pursued by the Saudi government can be identified. The use of ‘Big Data’ analytics to predict
potential non-compliance among citizens relates to the surveillance capitalist notion of
‘behavioral surplus’, and has the potential to be a powerful tool for digital authoritarianism.

This section has outlined two interconnected ways in which the digital infrastructure
investments made by foreign Big Tech companies will increase capacities for digital
authoritarianism in the GCC countries: first, through the construction of data centers that provide
a sharp quantitative increase in the data storage and processing capacity in GCC countries; and
second, through the accompanying transfers advanced technologies, such as Al, that allow for
more pervasive monitoring of citizens and increases legibility of society. The workings of
‘surveillance capitalism’ rely upon the same infrastructure, as the advanced technologies
allowing for the accumulation of ‘behavioral surplus’ needs access to vast amounts of data,
stored in data centers. This can be directly illustrated by the fact that the ‘surveillance capitalist
companies’ outlined in this research are also the biggest data center companies in the world
(Zhang, 2023a). Thus, just as there is a congruence between the strategies pursued in
‘surveillance capitalism’ and digital authoritarianism, there is a congruence between the material

infrastructures underlying the capabilities for both. The next section seeks to discuss how the
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integration of this infrastructure into the state apparatuses of the GCC states will increase their

capabilities to carry out digital authoritarian practices.

‘State apparatus’: conceptualizing capabilities for digital authoritarianism

Althusser’s (1971) theory of the ‘state apparatus’ provides a pertinent approach to
analyze how the digital infrastructure investments of foreign Big Tech companies will increase
digital authoritarianism in the GCC countries. In defining the state as a “force of repressive
execution and intervention in the interests of the ruling classes”, Althusser’s theory is pertinent to
the logic of digital authoritarianism. This section seeks to make clear how the newly acquired
digital infrastructure will be integrated into the repressive state apparatuses (RSAs) and
ideological state apparatuses (ISAs) of the GCC state. The digital infrastructure built by Big
Tech will be a shift in the means of communication between the governments and its citizens,
and advanced technologies will transform sectors such as education and health -thus, it can be
said to become part of the states’ ISAs. Furthermore, through the governments’ part ownership
of data centers and the integration of this infrastructure into the states’ physical structure, it can
be conceptualized that it becomes part of the states” RSAs

The ISA functions predominantly through institutions, by enforcing ideology in
communication, media, culture and education. As the present analysis has discussed, the GCC
governments have outlined ambitions to digitally transform many sectors of society. Through
these transformations the ways the government can access citizens’ data are changing, and the
deployment of Al in the education and health sectors see a shift in the capabilities in the ISAs of
the GCC states. Through deploying the acquired ‘surveillance capitalist technologies’ in their
ISAs, the governments will have strengthened means to monitor and predict citizens’ behavior.

A look at Saudi Vision 2030’s section outlining its ambitions for the ‘non-profit sector’
gives an idea of how this will affect civil society in Saudi Arabia. The section outlines ambitions
for a stronger non-profit sector, and for strengthening ‘“the organization of our social and
compassionate work”. While this seems like a good environment for civil society to flourish, the
vision also emphasizes that the sector needs to “adhere to relevant laws, executive regulations,
and effective practices of governance” (Kingdom of Saudi Arabia, 2021, p. 66). The Saudi

government wants the non-profit sector aligned with their ideology, and through an ISA fortified
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by foreign Big Tech’s technologies their capabilities to mold civil society to repress dissent can
be said to be strengthened.

The concept of RSA is closely linked to the notion of material infrastructure, as it
includes the government structure and its administration, police and prisons. It relates to the
physical repression that the state has the power to exert. A majority of the data center
infrastructure projects outlined in Table 2 of the last section were undertaken by the foreign Big
Tech in close collaboration with government institutions. For example, Google Cloud’s data
centers in Saudi Arabia are built in collaboration with Saudi state-owned company Aramco.
While Google will deploy and operate the cloud region, a subsidiary of Aramco will be offering
the cloud services to customers in Saudi Arabia (Aramco, 2020). Also in Saudi Arabia, Oracle
will build their most recently announced cloud region in partnership with the Saudi Ministry of
Communications and Information (Swinhoe, 2023a). In the UAE, Huawei will build one of their
data centers in collaboration with the Abu Dhabi municipality (Huawei, 2020).

In other cases, we can identify an even more direct integration of the Big Tech
companies’ technologies into the state structures. In Bahrain, the government expects to
“gradually migrate government entities to AWS [Amazon] and eventually have most government
data centers shut down” (Data Center Dynamics, 2019). In Oman, the government expects its
government to “run its entire IT estate on Oracle Cloud Infrastructure [...]. All of the
government’s existing data centers will be served with Oracle’s cloud services” (Oracle, 2022).
In these cases the physical infrastructure constructed by the foreign Big Tech companies become

part of the governments’ infrastructure itself, and directly become a part of the states’ RSA.
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Results of analysis

This analysis, first of all, brings to the table that the GCC states indeed have a history of
carrying out digital authoritarian practices - mainly the practices of “monitoring citizens and
identifying dissidents” and “‘social manipulation and disinformation”. Especially relevant is the
fact that the governments have shown that they are not reluctant to exploit technologies by
foreign companies in order to carry out these practices.

The quantitative mapping of Table 1 shows that all six of the GCC states have
implemented national vision frameworks with corresponding objectives of digitalization, digital
government strategies and economic policies enhancing privatization and increased financial
investment. The corresponding case study of Saudi Vision 2030 exposes how the framework
includes the provisions of deployment of Al and Big Data technologies in key government
services, and that foreign Big Tech companies are committing to providing the governments with
the needed technologies.

The quantitative mapping of Table 2 makes evident a sharp increase in foreign Big Tech
companies investing in data center and cloud computing infrastructure in the Gulf states since
2018. It maps out nine companies: from the US, Google, Amazon, Microsoft, IBM, Oracle and
Equinix; and from China, Alibaba, Huawei and Tencent. Through exposing the principles of data
localization and data sovereignty, this analysis asserts that this trend will have the consequence
that much more user data will be processed in, and subject to, the jurisdiction of the Gulf
governments. The lack of transparency of these investments, however, makes it impossible to
quantify exactly the increased computing power that will be located in the Gulf. From the
quantified amount of data centers built, however, it can be identified as Saudi Arabia and the
UAE are the countries increasing their capacities the most through this trend.

The analysis further shows that through these investments, as most of the data centers are
built in partnership with government entities of the Gulf, the governments will have a high
degree of control over the infrastructure and the data that is stored and processed through it. In
some cases, such as in Bahrain and Oman, the infrastructure will even directly become part of
the structure of the governments. In all cases, the governments will have legal control over the

data stored and processed through the data centers located within their geographical jurisdiction.
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Conclusions

This paper concludes that the Gulf governments’ capacity to carry out digital
authoritarianism will increase through the investments made by foreign Big Tech companies. As
their state apparatuses integrate the digital infrastructure provided by the ‘surveillance capitalist
companies’, the governments will have increased their capacities to reach the objectives outlined
in their national vision frameworks. The GCC states’ history of digital authoritarianism
evidences that their political leaders have in different ways repressed the digital space of the
WANA region, routinely violated the privacy and right to freedom of expression of its citizens
and been willing to use brutal methods to silence dissidents.

They have not been reluctant to exploit technologies from foreign companies to do so.
Foreign Big Tech companies invest in vast data center capacities in the region, attracted by the
economic incentives enforced through the GCC states’ ‘neoliberal political projects’. In their
ventures, they are showing blatant disregard for the history these states have of violating the
human rights of privacy and right to freedom of expression.

Thus, this paper has discussed three main ways in which the capacities of the GCC
governments to carry out digital authoritarianism will increase as a consequence of these
investments:

1. Data centers built within the geographical borders of the states localize the data of
its population. The data center capacity of the GCC countries before 2018 was not
very developed, but over the past five years foreign Big Tech companies are
providing the necessary infrastructure to localize the data of the population. As
the implementation of PDPLs assert data sovereignty of this data, the GCC
governments will have the legal control over this data. The PDPLs contain vague
language exempting the law from applying in certain cases, which means that the
governments will have agency to do as they want with this data.

2. In combination with increased data storage capacities, the transfers of surveillance
capitalist technologies from the Big Tech companies provides the GCC
governments with the means to more closely monitor and surveil its citizens. The
governments have in their national vision frameworks outlined strategies to

digitalize many sectors of society, including the deployment of Al strategies in
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education and health and the implementation of Big Data in government. This
paper has conceptualized that these technologies become a part of, and fortify, the
governments’ ISAs. The technologies become part of the states’ own structure,
and fundamentally change the means of communication between the governments
and the citizens in a way that increases the legibility of society, allowing the
governments to more effectively identify discontent and potential dissidents
before they express themselves publicly.

3. Adding to this, the shared ownership that the GCC governments will have of
many of the data centers implies a direct integration of the infrastructure into the
structures of these states. In some cases, government entities will run their
operations through these data centers, meaning that the infrastructure will become
part of the RSAs of the states. This fortifies the material capacities that the GCC

governments have at their disposal to repress dissidence.

The research has kept a fundamental focus on material capabilities and infrastructure, and
provided insight into the congruence between the digital infrastructure and technological
capabilities exploited in both digital authoritarianism and ‘surveillance capitalism’. Capacity to
store large quantities of data is essential, and Al represents the most significant advances within
the capacities of both systems. The transfer of Al, Machine Learning and Big Data technologies
from the Big Tech companies to the GCC governments is a significant development involving
powerful actors and powerful technologies. This paper has intended to analyze this development
through sustaining an IPE approach, emphasizing the relationships and connections between
state actors (GCC governments) and economic agents (foreign Big Tech). Both sets of actors are
relatively opaque in their dealings, and precise numbers about scope and scales of investments
are not publicly available.

More work needs to be done to improve transparency, and further research should be
conducted about the increasingly close relationship between the biggest companies in the world
and the authoritarian regimes of the Gulf. Furthermore, as this paper has highlighted the principle
of data localization, it is likely that the personal data of individuals in the wider WANA region
will also have their data stored and processed through data centers within the GCC countries’

jurisdiction. Thus, further research should also be done inquiring the implications that the
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increasing data center capacity in the GCC have for the ecosystem of personal data in the wider

WANA region.
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